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Over the past 11 months, our co-managed Cyber Operations partnership has delivered
measurable impact. Together, we monitored your environment (and other DefenseStorm

customers) at enterprise scale, processing over 5.4 trillion security events (about 16
billion a day) and distilling them down to 379,232 high-fidelity alerts. From there, we
drove 47,264 investigations, escalating only 2,862 alerts that truly required your

attention.

HOW DOES THIS IMPACT MY FINANCIAL INSTITUTION?
Your teams stayed focused on the most important issues, while we handle the heavy lifting of
continuous monitoring, triage, investigation, and escalation. Thank you for the trust and

collaboration that make these outcomes possible.

We handled the heavy lifting
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Helping your team stay focused
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21,200 hrs

Investigation Time (2.42 years)

O Threat Detection Excellence

Collectively, our team spent over 21,200 hours, or 2.42 years, investigating suspicious events.

It doesn't stop there, we detected 22% more penetration tests (pentest) in 2025 than

DefenseStorm experienced in 2024, and maintained a 97.2% pentest detection

rate throughout the year...by far,_tops in the industry!

290+

Global Triggers Built/Modified

5,624

Client Environment Tunings

Indicators of Compromise (IOC) Expansion

The team manually vetted and added over 8,500 IOCs to Threatmatch, which
increased detection fidelity and customer coverage.
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—~  Community of Trust

DefenseStorm conducted Customer/DefenseStorm joint Purple Team exercises throughout the

year to pressure-test defenses against realistic threats. Insights from these sessions were fed

back into GRID Active and customer programs, improving detection accuracy, response

readiness, and audit-defensible security posture.

Earlier this year, we launched a Fraud Community Call designed to be customer-first and

vendor-neutral, an open forum where fraud SMEs from across our community come together

to share what they're seeing in the wild, trade practical prevention tactics, and learn from one

another's real-world experiences. Instead of focusing on our software, the call focuses on the

people and the mission: staying ahead of fast-moving fraud trends through collective

intelligence.
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On-Site Customer Visits

DefenseStorm operates like the institutions we serve, regional and
community banks and credit unions that stay close to their communities

and customers/members. That same "boots-on-the-ground" mindset

shows up in how we partner: in 2025, our Customer Success and
leadership teams completed nearly 75 on-site visits to listen, learn, and
work alongside your teams. Those visits ensure the platform reflects real
operational needs, examiner expectations, and day-to-day constraints,

so innovation lands faster, fits your workflows, and delivers measurable

impact in security, fraud prevention, risk, and governance without

adding overhead.

Q Innovation

In 2025, DefenseStorm delivered meaningful innovation across the platform with a clear focus

on reducing operational friction, strengthening cyber resilience, and accelerating governance

outcomes for financial institutions. These releases combine foundational platform advances

with high-impact customer value, helping teams detect and respond faster, automate audit

and compliance evidence, and gain clearer executive oversight.
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User Entity Behavior

Analytics (UEBA) for
Threat Detection

Behavior analytics that surface
anomalous users/entities
across key systems (e.g.,
Microsoft environments).
Improves detection of insider
risk, account compromise, and
misuse with fewer false
positives.

Microsoft Defender

Q

GenAl Query Assistant ,K.

Natural-language investigation
assistant embedded in GRID
Active. Accelerates threat
hunting and analysis by turning
guestions into instant, FI-
specific answers.

O GRID Mapping Engine
Managed Service The new foundation for
Managed detection and connecting detections,
response layered on customers' controls, risks, and evidence
Microsoft Defender investment. into one real-time mapping
Provides 24/7 monitoring, fabric. Enables audit-ready
expert triage, and faster traceability and risk context
response without adding without manual stitching.
internal burden.

oy Answer Insights " Evidence Insights
. Automatically identifies Context-aware evidence
equivalent requirements across recommendations directly
multiple frameworks and reuses inside frameworks which
validated responses. Cuts assists financial institutions in
assessment time and eliminates maturing frameworks. Helps
duplicate compliance work. teams close gaps faster and
standardize evidence quality.
oy Executive Risk Report Ar Data Schema
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O Cyber GRC: Measurable Cost Savings

Export

One-click export of
executive/board-ready risk
reporting. Enables consistent
communication of cyber and
control posture.

Standardization

Standardized telemetry schema
for faster integrations, cleaner
normalization that shortens
time-to-value and scales data
onboarding.

~170K

Total Annual Savings per Financial Institution

$16.8K

Annual Savings

& 70% reduction in prep

time

~280 hours saved

Exam/Audit
Prep

annually

Automated
Evidence

$144K

Annual Savings

25% of controls
automated

® ~2,400 hours saved

@ Risk

Assessment

$12K

Annual Savings

® 50% time reduction

® ~150-200 hours saved

These savings are based on automated workflows, continuous control monitoring, and streamlined
compliance processes that reduce manual effort while improving audit readiness.

Thank you for an incredible year of partnership and trust.



